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1. Overview

This document provides the guidelines in Java Card development environment Installation

and how to compile applets using our Java development platform products.

2. Development Environment Installation

2.1. Install JDK 8

2.1.1. Description

Oracle provides the Java Development Kit (JDK) for Linux, Mac OS X, Solaris, and Windows.
What we need to download the Java SE Development Kit 8 (also named JDK 1.8), which can

be used with NetBeans. The download link is:

https://www.oracle.com/technetwork/java/javase/downloads/java-archive-javase8-

2177648.html

2.1.2. Download and Install JDK 8

Click the link to download JDK 8 installation package (Java SE Development Kit 8u202 is

recommended to download):

1. Firstly, make sure that what you are going to download is Java SE Development Kit 8u202,
rather than Java SE Runtime Environment 8u202 (JRE is Java Running Environment. If you
just want to run the Java program or Java Applet, download the JRE. If you need to

develop the Java software by yourself, download the JDK. The JDK contains the JRE).
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[Java SE e Kit 8u202 |
‘ou must accept the Oracle Bi ode License Agreement for Java SE to download this

1 software.

' Accept License Agmmentl '*  Decline License Agreement

N

%
Product / File Description | File Size Download

Linux ARM vE/vT Soft Float ABI 7286 MB % jdk-Bu202-linux-arm32-vip-hflt tar gz
Linux ARM vB/vT Soft Float ABI 6a75MB #® jdk-8u202-linux-armB4-vip-hflt.tar. gz
Linux %36 173.08 MB  # jdk-Bu202-linux-i586.rpm

Linux x86 1879 MB  # jdk-5u202-linux-i586.1ar.az

Linux x64 17015 MB  # jdk-Su202-linux-x54.rpm

Linux x64 185.05 MB ¥ jdk-3u202-linux-x54.1ar.gz

Mac OS X x64 24315 MB ¥ jdk-Bu202-macosx-x64.dmg

Solaris SPARC 64-bit (SVR4 package) 12509MB  # jdk-Su202-solaris-sparcvd.tar.Z

Solaris SPARC 64-bit 88.1 MB ® jdk-8u202-solaris-sparcvd targz

Solaris x64 (SVR4 package) 12437 MB  # jdk-Bu202-s0laris-x64.tar.Z 3
Solaris x54 8533 MB ¥ jdk-Bu202-s0laris-x64.targz [
Windows %36 201.64 MB % jok-Bu202-windows-i586. exe
IB'n_Nindows 64 21158 MB  # jdk-5u202-windows-x64 exe |

ack to fop

2. Select the "Accepting License Agreement", and then download the suitable version for

your system. Here takes the Windows x64 as an example.

3. After downloading, click jdk-8u202-windows-x64.exe to install.

4. Install the JDK according to the prompt, and record your installation path of JDK and JRE.

The installation path will be needed when setting the environment variables.

# Java SE Development Kit 8 Update 202 (64-bit) - Custom Setup X

«
:-:{% Javar

ORACLE

Select optional features to install from the list below. You can change your choice of features after
installation by using the Add/Remove Programs utility in the Control Panel

Feature Description

A= HI Development Tools Java SE Development Kit 8 Update
~| Source Code 202 (64-bit), including the JavaFX
i " SDK, a private JRE, and the Java
----- =M
=] Public JRE Mission Control tools suite. This
will require 180MB on your hard

drive.

Install to:
| C:\Program Files\Java\jdk1.8.0_202\ | ‘ Change... ‘
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Destination Folder

Click "Change” to install Java to a different folder.

C:\Program Files\Java\jre1.8.0_202

< Back J [ Next> |

2.1.3. Set Environment Variables

After the installation is completed, the setting of environment variables is required.

B System

Environment Variables X

4| = > Control Panel » System and Security > System |

User variables for weiyc
Control Panel Home:

View basic information about your computer
& Device Manager System Properties X
= iyc\AppData\Local\Microsoft ops;

@ Remote settings ComputerName  Hardwarg Sy P | s TEMP CAUsers\weiyc\AppData\LocalTemp
& system protection Youmustbe logged on as an Administrator to make most of these changes. ™P CAUsers\weiyc\AppData\Local\ Temp
G Advanced system settings

Performance

Visual effects, processor scheduling, memory usage and virtual memory

New. || Edt. || Delete |

User Profiles

Deskiop settings related to your sign-n SREmETS

Variable Value ~

CLASSPATH %JAVA_HOMEZ%\lib\dt,jar.%JAVA_ HOMEZ%\lib\tools.jar |
Startup and Recovery Comspec CAWINDOWS\system32\cmd.exe

System start-up, system failure and debugging information

DriverData . dows\System324Drivers\DriverData
JAVA_HOME C\ProgramFiles\Java\jdk1. 202

NUMBER_OF_PROCESSORS 8

Qs Windows NT
| Environment Variables... | Path CAProgram Files (x86)\Common Files\Oracle\lava\javapathiC...| .
New. || Edt. || Delete |
Security and e

1. New a JAVA_HOME variable and set JAVA_HOME = C:\ProgramFiles\Java\jdk1.8.0_202

according to the installation path.

New System Variable

Variable name: |JAVA_HOMEI |
Variable value: | C\ProgramFiles\Java\jdk1.8.0_202 |
Browse Directory... ‘ ‘ Browse File... ‘ QK ‘ ‘ Cancel ‘
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2. Edit Path variable and add %JAVA_HOME%\bin to the Path variable.

Edit environment variable x
CA\Program Files (x86)\Common Files\Oracle'Java'javapath New
%SystemRootie\system32
%SystemRoot% Edit

%SystemRoote\System32\Wbem
%SYSTEMROOT %\ System3 2\ WindowsPowerShell\w1.0Y
%6SYSTEMROOT%\System32\OpenSSHY,

Browse...

%JAVA_HOMESG\bin

Delete

3.  New a CLASSPATH variable and add %JAVA_HOME%\lib\dt.jar

and %JAVA_HOME%\lib\tools.jar to it.

New System Variable X

Variable pame: |CLASSPATH |

Variable value: | %JAVA_HOME%\lib\dtjar,%JAVA_HOME%\lib\tools,jar |

‘ Browse Directory... ‘ ‘ Browse Eile... ‘ OK | ‘ Cancel ‘

2.2. Install NetBeans 8.2

2.2.1. Download NetBeans 8.2

Download address: https://netbeans.org/downloads/8.2/.

See as the following picture, download the corresponding installation package according to

the development language and requirements.

After downloading, install it according to the prompt.

Note:

It is recommended to download the corresponding installation package in the "All" column
on the rightmost, then you do not need to download and install the JCDK (Java Card
Development Kit) plugin. If you download installation package in other column, you will also

need to download and install JCDK plugin.
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After the installation is completed, the setting of environment variables is required.

NetBeans IDE 8.2 Download 8.18.2 | Development ' Archive

Email address (optional) :’ IDE |English VI Platform IWindows VI
Language

Subscribe to newsletters Monthly ] Weekly

NetBeans can contact me at this address

Note: Greyed out technologies are not supported for this platform

NetBeans IDE Download Bundles

Supported technologies * Java SE Java EE HTML5/JavaScript PHP C/C++ All
| & NetBeans Platform SDK . . L]
& Java SE . . .
@ Java FX . . .
& Java EE . .
& Java ME .
& HTMLS/JavaScript . . . .
& PHP . . .
& C/C++ . [
& Groovy [
& Java Card™ 3 Connected .
Bundled servers
& GlassFish Server Open = =
Source Edition 4.1.1
& Apache Tomcat 8.0.27 . .

(D x86 ) (Download x86 | ( Downlcad x86 |
(_Downioad x64 ) ( Download x64 ) ( Download x64 |

Free, 95 MB Free, 197 MB Free, 108 - 112 MB Free, 108 - 112 MB Free, 107 - 110 MB Free, 221 MB

2.2.2. Download and install Java Card Development Kit (JCDK)

Open the NetBeans, click “Tools -> Plugins -> Available Plugins”, search “Java Card” in the

“Available Plugins” page, then select “Java Card™” and “Java Card Runtime Bundle” to install.

File Edit View Navigate Source Refactor Run Debug Profile Team Tools Window Help [@r Search (CcurleT
PEESDE 1O TH» B &
-c

& NetBeans e e MyNeBeans

@ Plugins

Updates Available Flugins (3/218) Downloaded Installed (67) Settings

R Check for Newsst Search: TRENETE
Ins... Neme Category  Sowrce 1. ¢t puntine Bundle
Java Card™ Java Card™ [}
Oberthur Java Card Flatfors  Java Card™ [7] O certified Plugin
Card xe Bundls Java Card® @
Version: 1.23.1
i Author: Tia Boudreau
OR Date: 30/08/18 ja
Source: NetBeans Distribution
Homepage: http://wsw. netbeans. ore,

Plugin Description
Provides a built-in copy of the Java Card
3.0.2 Reference Iaplemsntation for
developing Java Card projects

Install | 2 plugins selected, THB

Close Help
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@ Plugins b4

Updates Available Plugins (3/218) Downloaded Installed (67) Settinss

| Check for Newest Search:
4
Ins... Name Category Source ']ava Card Runtime Bundle
Java Card™ Java Card™ F]
[] Oberthur Java Card Platform Java Card™ %] (9] Certified Plugin
ra Card Runtime Bundle

Version: 1.23.1

Author: Tim Boudreau

Date: 30/09/16

Source: letBeans Distribution
Homepage: http://www.netbeans. org/

Plugin Description

Provides a built-in copy of the Java Card
3.0. 2 Reference Implementation for
developing Java Card projects

2 plugins selected, THMB

2.2.3. Set Environment Variables

After the installation is completed, the setting of environment variables is required.

= Environment Variables x
1 nl Contral Panel > System and Security * System I |
User variables for weiyc
Control Panel Home
- e Vanable Value
@ Device Manager Computar Nams rla-mﬁmm Protaction Ramote :’:\“”"‘ (m"m“\“"f"::ﬂ;":‘“
. "at s pData
® Remote settings ‘You mustbe logged on as an Administrator Io make most of these changes. TEME CAUsersiweiye\AppData\Local\Temp
® system proteciion Pertomance ™ CAUsers\weiyc\AppDataiLocal\Temp
@ Advanced system settings Visualellects.
Saflings.
User Profiles Diew. Edit. Delete
Deskiop satiings related 1o you sign-n - -
Setings._ System variables
Startup and Recovery Variable Value -
. system ComSpec CAWINDOWS\system32\cmd exe
DriverData CAWindows\System32\Drivers\DriverData
Setings JAVA_HOME Ci\ProgramFiles\avaljdk] 80_202
IC_HOM AP Files
NUMBER_OF PROCESSORS B
os Windows NT
Path C\Program Files (xB6)\Comman Files\Oracle\avaljavapathC.
oK Cancel Apply h - -
See also Product ID: 00329-00000-00003-AASE9 New— Edjt.. Dejete
Security and Maintenance
I -

1. New a JC_HOME variable and set JC_HOME to the JCDK3.0.2_ConnectedEdition folder
directory in the NetBeans installation directory. Example: C:\Program Files\NetBeans

8.2\javacard\JCDK3.0.2_ConnectedEdition
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New System Variable X
Variable name: ‘JC,HOME |
Variable value: ‘ C\Program Files\NetBeans B‘Z\iavacard\JCDKS.0.2_ConnectedEdition| |

Browse Directory... ‘ ‘ Browse File... ‘ ‘ QK ‘ ‘ Cancel ‘

2. Edit Path variable and add %JC_HOME%\bin to the Path variable.

Edit environment variable e

CA\Program Files (x86)\Commaon Files\OracleJava\javapath Mew
%eSystemRoot%\system32
%SystemRoot% Edit
%SystemRoot?%\System32\Wbem —
2eSYSTEMROOT %\ System32\WindowsPowerShellyw1.04
%SYSTEMROOT%6\System32\OpenSSHY
%JAVA_HOME%\bin

%JC_HOMEZ%\bin

Browse...

Delete

3.  Edit CLASSPATH variable and add %JC_HOME%\lib\api.jar to it.

Edit System Variable x

Variable name: |CLASSPATH |

Variable value: | %6JAVA_HOMES%\lib\dt,jar; %) AVA_HOMES\lib\tools,jar;%JC_HOME%\lib\api,jar |

; ‘ Browse Directory... ‘ ‘ Browse File... QK | ‘ Cancel ‘

2.2.4. Notes
1. Before the installation of Netbeans, JDK version1.8 is needed. Installation method see in
2.1 2.1Install JDK 8.

2. NetBeans internally integrated JCDK version 3.0.2. After the installation is finished, you

can begin to develop your own Java Card Applet.
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3. Build Test Demo

Extended packages, which are not included in standard JCAPI, refer to packages that are
extended by vendors or third parties. The extended API interfaces such as display, keypad

controlling, and Bluetooth communication are defined by Excelsecu Company.

3.1. Build Test Demo

1. Open NetBeans, new a project and select Classic Applet Project.

{0 NetBeans IDE 8.2 @] =
File Edit View Navigate Source Refactor Run Debug Profile Team Tools Window Help Q- Search (Ctri+1)

PAEESDE I TH> R @

€ NetBeansipe L (— Whats New
=

Learn §& ;

Choose Project

TakeaTourl | , o Project Q Fiter:

TryaSamplf| 2
Categories: Projects:

What's New! =[J) Java &) Classic Applet Project
[ JavaFx @ Extended Applet Project

Community § i u Java Card Classic Library Project
L@ Maven b4 svx::t:r; I;tbvary Project
1)) NetBeans Modules X

[} samples

Description:
Classic Applet Application for Java Card™ 3 Platform [Connected Edition]

[ <Back | [ Next> Frsh | [ Cancel | [ hep |

@) |INs

1059AM |
9/12/2018

ERCNT N

2. Project name and package name: No requirement. Applet AID: OXE21A7ED8E712.
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[ ij MNew Project M1

Steps Create Project

1. Choose Project . 8
2. Enter Name & Runtime Info Project Name |CIaSSIcAppIet1 |

3. Enter Package AID

Project Location |C:‘,Users‘l,TestG‘Domments‘,NetBeansProjects |[ Browse... l

Project Folder |C:\JJsers‘l.TestG\.Documents\.NetBeansProjects‘l,CIassicAppletl |

Platforms [@Bwﬂed Java Card 3.0.2 Runtime v ] Manage Platforms
Cards [ fH Default Device - ] Manage Cards

Applet AID |//aid [E21ATEDBET/ 12 |

Base package name |mm.es.test |

<t | (o> ] [ o ] [ conel ] [ b

3. Package AID: OxE21A7EDSE711.

F ™
ij Mew Project u

Steps Enter Package AID

1. Choose Project
2, Enter Name & Runtime Info Classic Package AID

3. Classic Package AID Jfaid) |E21A?EDSE7 |‘; |11 | ’ Generate ]
(RID: 5 bytes hexadecmal) (PIY: 0-11 bytes hexadeamal)

The Classic Package AID is a unigue ID for the package of this dassic applet or dassic library JAR (such
projects only contain one package).

The RID portion is a unigue ID of your organization, assigned by a standards body such as the ISO
(International Standards Organization). It can be set for all new projects in Tools > Options =
Miscellaneous = Java Card.

The PI¥ (proprietary identifier) simply uniquely identifies one Java package. Itis generated by the IDE
and can be set as you wish. Mo spedific value is required for development purposes,

[ <Back ]| Next > |[ Finish ][ Cancel ]| Help

4. Import the agent Package. (Skip this step if the product you are using does not

contain an extension API)

1) Right click the project name, choose Properties -> Project Properties ->
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Dependencies -> Add.

[0 ClassicAppleti - N
File Edit View Navigate Source Refactor Run Debug Profile Tesm Tools Window Help Q- Search (Cti+)

PEESDEC THPIR-G-

Projects % |Files | Services | || sertpage  &[[E]2 Classicappietiiova | CHEE
=@ Camicapplett [re) ey B H-H- QRSB PR Eule #
[ Source Packages 1 A
2-FH com.es.test - B =~
H 2 * To change this license header, choose License Headers in Project Properties.
- [8| #ClassicappletLjava . . .
3 * To change this template file, choose Tools Templates -
[£3 APDU Saripts - -
(23 Important Fles [ - = [
Project Properties
S Libraries Rz L e
Categories:
- @ Sources Libraries
> Dependendes
o Applets Add
© Buid
@ Conpiing
o s
- & Security
@ R
-
:
Navigator |
‘Members. - | el
E-Ey ClassicAppletl :: Applet
% ClassicAppletiQ
@ installfbyt=(] barray, short bOf|
b @ process(APDU apdu) 1 Applet
Path [ |
Deployment Strategy | ] il
38 A
39 * Processes an incoming APDU.
40 -
41 * @see APDU
42 * gparam apdu
43 - the incoming APDU
44 -
A 1 public void DT ss (RPDU apdu) | L
& MIDEE | > =

F e
opmjeclpmperlies | L] g
Categories:
Sources Libraries
) L
Applets Add
Build
> podose
@ Security
Run
|
I
W
path | |
Deploymentﬁhateg” |
ok || cancel || tep |

2) Add Library -> JAR File
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CEESE e |

Steps Choose Type (1 of 3)

1. Choose Type
2. Choose Files
3. Select Deployment Strategy

Depend on a JAR file you have on disk. Use this option if you have either

| @ A JAR file that should not be deployed, but represents some API that exists on the target card, or
& A JAR file which contains dasses that should be induded into your project’s JAR file

|

[l

|

i

<Back | [ Mext> |[ Fnisn | [ caneel ][ Heb

3) Choose the specialmethod.jar which is provided by Excelsecu Company

File Edit View Mavigate Source Refactor Run Debug Profile Team Tools Window Help Qr search (Ctri+1)
FEES D I THPIR G

Projects % |Files | Services | | [ StartPage [[&|® Classicappletijava | EREE
& CassicApplet1 Sorce | Hstory | E-F- QT FEH|FER e 0 B L £
&[4 Source Packages 1 - P

=[] com.es.test

©.. [ EClassicApplet1 java
5 APDU Saipts
IZ§ Important Fies

S Libraries

ense Headers in

* e this 13 e heade se Li

ose Tools | Templates

1) Project Properties = ]

Categories:
S "
@ Add Library — — ===

Steps Choose Files (2 of 3)

1. Choose Type
2. Choose Files
3. Select Deployment Strategy

m

Fe  [coL ar | [ eromse... ]

Sources | |[ growse |
Navigator % f
Members 1
(4 ClassicApplet1 :: Anf|

4% ClassicApplet(
@ installfoyte[] bAf)
© process(APDU af)|
<pack | [ Nea> ][ Fnsh | [ cancel ][ e 4

(===

38 -
39 # Processes an incoming APDU.

40 *

41 * Esee APDU

42 # Gparam apdu

43 * the incoming ABDU

44 *4

@ [ oublic void DI (BPDU apdu) { i
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rij Add Library  — —— =)

Steps Choose Files (2 of 3)

1. Choose Type
2. Choose Files
3. Select Deployment Strategy

File ‘C:VJsers\TestG\Deskmp\speua\meﬂ'lod.jar |[ Browse... ]

Sources “ |[ onss ]

< Back Firish Help

4) Choose “Already on Card”.

[T BEe =8 x

File Edit View Mavigate Source Refactor Run Debug Profile Team Tools Window Help Q- Search (Ciri+1)
PEESDEL -ITHPB®-

Projects % |Files | services | [ StartPage [ [&|® Classicappletijava | EREIE
5 @ ClassicApplett [Souree | Hetory | [ [ - 5 - | @ o &7 B 5 [ 7 % % | ®
& [ source Packages T -
-0 com.es.test ) [ ="
©.. [ EClassicApplet1 java S - ——
3 s template -~
5 APDU Saipts . B
mplate in
g Important Fies s -
Libraries |
=% ca\meﬁ’md ar 8
- e . 7 package com.es.test;
r > Y
) Add Library s [—tim
Steps Select Strategy (4 of 4)
1. Choose Type
2. Choose Fies
3. Choose Export Fie R —
4 Select Deployment @ flready 6n Card
Strategy
Use this ibrary only for compiation and code completion; deploy nothing to the card for this Rbrary. Use tis oplion for APTs which are akready buit L
into the card T
() Indude in Project
Navigator |
== Include this JAR'S diasses in the project
=65y ClassicApplet1 :: Anf|
4% ClassicApplet1()
o @ install(oyt=] bag)|
" @ process(4PDU ag|
<Back Next > Finish Help E
|
34 protected ClassieAppletl() {
35 register():
36 ¥
37
38
39 * Processes an incoming AEDU.
40
41 * Esee APDU
42 # @param apdu
43 * the
44 */
Jy— @[ public void DY (APDU apdu) { S
& DDER = 6 & 53 ®

5) Add cryptolib.jar, javacardx.jar provided by our company in the same way shown

above. After all the .jar files are added, you can view them in the project's library

directory, as shown below.
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@ ClassicApplet1 - NetBeans IDE 8.2

File Edit View Mavigate Source Refactor Run Debug Profile Team |

PAES DE e TE D

Projects X | Files

Services |

“MClassicAppletl

[E Source Packages
5 APDU Scripts

a Important Files

8 Libraries

[ specialmethod. jar
@ cryptolib. jar
] javacardsz. jar

5. Unzip the specialmethod.jar file provided by Excelsecu Company to obtain the following

Note:

Pay attention to the COM folder architecture.

Copy

the

whole  folder

com/es/specialmethod/javacard/specialmethod.exp

files.
L. com 9/6/2018 11:25 AM  File folder
. META-INF 9/6/2018 11:25 AM File folder
» specialmethod » com > es > specialmethod » v ) | Search specialmethod
MName Date modified Type Size
javacard 14/02/2019 17:48 File folder
D constant.class 14/02/2019 1748 CLASS File 3KB
[ ] ESComm.class 14/02/2019 17:48 CLASS File 2KB
[ Esutil.class 14/02/2019 17:48 CLASS File 3KB
[] Eswallet.class 14/02/2019 17:48 CLASS File 3KB
[] method.class 14/02/2019 17:48 CLASS File 2KB

to

\javacard\JCDK3.0.2_ConnectedEdition\api_export_files under the Netbeans installation
path. Must be copied along with the com/es/specialmethod/javacard folder (In the

specialmethod directory, only the javacard folder is reserved, and do not copy the .class files.)

If Netbeans is installed in the default path, you need to copy the whole folder

com/es/specialmethod/javacard/specialmethod.exp to  C:\Program Files\NetBeans

8.2\javacard\JCDK3.0.2_ConnectedEdition\api_export_files. The final path is C:\Program
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Files\NetBeans
8.2\javacard\JCDK3.0.2_ConnectedEdition\api_export_files\com\es\specialmethod\javacar

d\specialmethod.exp

Only the path is compliant to \com\es\specialmethod\javacard\specialmethod.exp as

described above can the EXP file be found and compiled successfully in Netbeans.

L i R T EEEE——EEIZ
D‘ . <« Program Files (x86) » NetBeans8.2 » javacard » JCDK3.0.2_ConnectedEdition » api_export files » com » es » specialmethod » javacard

anize * Include in library « Share with « Mew felder
&
Favorites Name Date modified Type Size
B Desktop || specialmethod.exp 9/6/2018 11:25 AM EXP File 5KB

g Downloads

6. Add the cryptolib extension package in the same way as adding the specialmethod
extension  package. Unzip the cryptolib.jar package and copy
com/tmc/cryptolib/javacard/cryptoLib.exp to the
\javacard\JCDK3.0.2_ConnectedEdition\api_export_files folder in the Netbeans
installation path. The resulting path is
\javacard\JCDK3.0.2_ConnectedEdition\api_export_files\com\tmc\cryptoLib\javaca

rd\cryptolib.exp

» NetBeans 8.2 > javacard > JCDK3.0.2_ConnectedEdition > api_export_files > com > tmc » cryptolib * javacard v O

~

~ Name Date modified Type Size

(] cryptoLib.exp 22/04/2019 09:48 EXP File 4KB

%

Note: Only the path is compliant to com\tmc\cryptolLib\javacard\cryptoLib.exp as

described above can the EXP file be found and compiled successfully in Netbeans.

7. Build applet and compile it to cap file.

switch (buf [IS07316. OFFSET_INS]) {
case (byte) 0x00:
len = state.GetDeviceCapacity(buf, ISOT816.0FFSEI_CDATA) ;
apdu. setlutgoingAndSend (ISOTELA. OFFSET_CDATA, len);
break;
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3.2. Install Test Demo

Refer to the Java Applet Installation Guide to install the cap file into the JavaCard product.
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